ITMECEBHTTPS R BEhBkEEHTTPS/TomcatBie BHTTPS K HahBEEHTTPS

1 EPER (RENEHT—AMRAMES, JLABELE) RaliBERPISEBEIERIA
HEH

keytool —genkey —-v —alias bootonkey —keyalg RSA -validity 36500 -

keystore booton. keystore

[root@INKylin32 conf]# keytool —export —alias bootonkey —keystore

booton. keystore —file booton. crt —storepass booton@123

BAEAE XA <booton. crt> HHIUEF
[root@INKylin32 conf]#

[root@http conf]# keytool -genkey -v -alias testKey -keyalg RSA -validity 3650 -keystore test.keystore

j. ST=bj, C=CNETIEHET?
-3 (SHAZS6withRSA) (FERIMEA 3,658 K):

hitpsd/blog.csdn.netiweixgng AE TENRGE

2. fEtomcatrEgEhttps

1) JBkeystorelEF_E{EZI{RAVtomcatfRSSEs £ (MR {REVtomcatiE At ARAA
ot el L), Fc MIEBAERE.

2) .cdZltomcatfJconfEHR T, FJFserver.xml3Z{4 IR httpsikE N EHIXIT:



r

|| booton.keyst:
|| catalina.policy
|| catalina.propg

a3

|=| context

|| logging.prop

=] server

=] tomcat@users

<@

$THhttpsTRRE T

Catalina

web

LISL1L0s @l L0l il LD DL G Le 1o e ULHSS UL ULL R L U

-

{Connector port="8080" protocal="HTTP/1.1"”

connectiDnTimEDut=”20000”
redirectPort=" 8443
relaxedPathChars=" |ﬂ
relaxed@ueryChars— | [] e

EE————

{!-— & "Cormector” using the shared thread pool-->

LI—=
{Cormector executor="tomcatThreadPool”

port="8080" protocol="HITR/1.1”

cormectionTimeout="20000"
redirectPort="8443" />
-

{!-— Define an S5L HITP/1.1 Connector on port 8443
This connector uses the BIO implementation that requires the JSSE
style configuration. When using the AFR/native implementation, the
OpenSSL style configuration is required as described in the APR/mative

documentation —-->

<{Comnector port="8443" prDtDCDl— org. apache coyote. httpll HttpllPrDtDcol
maxThreads="150" SSLEnabled “true” scheme="https” secure="

relaxedPathChars="| { [],”
relaxeddueryChars="| ﬁ[] “
clienthuth="false” s=lProtocal

=#TLg”

'tI‘U.E

e

keystoreFile="C:'\0neCenter’ \WiservOCPortalconfl \booton. keystore”

keystorePass="booton@123” />

<l-- Define an AJF 1.3 Connector on port 8009 —->

<{Comnector port="8019" protocol="ATF/1. 3"

3. EtomcathEiHEHIBEEEhttps

redirectPort="8443" />

fREweb.xmI3 &, TE</welcome-file-list>1ix&E FEIFIIWI TAS:
<login-config>

<!-- Authorization setting for SSL -->
<auth-method>CLIENT-CERT </auth-method >

<realm-name>Client Cert Users-only Area</realm-name>

</login-config>

<security-constraint>

<!-- Authorization setting for SSL -->

<web-resource-collection >

<web-resource-name >SSL</web-resource-name>

<url-pattern>/*</url-pattern>

</web-resource-collection>

<user-data-constraint>

<transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>

</security-constraint>



== .. LCLAUL L NCLLLWE L 11E LiSL .
<!-— When a recquest URI refers to a directory, the default servlet locks --
sEElE » HHIEE (C) » OneCenter » WiservOCPortal » conf {l—— for a “welcome file” within that directory and, if present, to the --:
<!-- corresponding resource [RI for display. -=
=55 - EAN LR <!=- If no welcome files are present, the default servlet either serves a --:
{l-- directory listing (see default servlet confizuration on how to -=
| Catalina {l-- customize) or returns a 404 status, depending on the value of the -=
|| booton keystore éi__ listings setting. __E
|| catalina.policy <1—— If you define welcome files in vour own application’ = web. xml -
|| catalina.properties <!=-- deployment descriptor, that list *replaces* the list confisgured --:
= context <!-- here, so be sure to include any of the default values that you wish --:
= <!-- to use within yvour application. --
|| logging.properties
2| server <welcome-file-list>
= tomcat-users <welcome-filerindex. html</welcome-file>
= <welcome-filerindex. htmd/wel come-fileX
] web : <welcome-filerindex, jsp</welcome-filel
\ <fwalcome-file-1ist>

171 KB

'TDENTIAL

Nlsers™idministrator? sc delete Wisemr
[SC]1 OpenService - 1868: </web—app>

RFEERBPortalikss, 1501808015 E kL EI8443.
&« C (A TEE | htps//192.168.10.17:8443/resource/index.html
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